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Many real-world applications require artificial agents to compete and coordinate
with other agents in complex environments. As a stepping stone to this goal, the
domain of StarCraft has emerged as an important challenge for artificial intelligence
research, owingtoitsiconic and enduring status among the most difficult
professional esports and itsrelevance to the real world in terms of its raw complexity
and multi-agent challenges. Over the course of adecade and numerous
competitions'3, the strongest agents have simplified important aspects of the game,
utilized superhuman capabilities, or employed hand-crafted sub-systems*. Despite
these advantages, no previous agent has come close to matching the overall skill of
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Many potential applications of artificial intelligence involve making real-time
decisions in physical systems while interacting with humans. Automobile racing
represents an extreme example of these conditions; drivers must execute complex
tactical manoeuvres to pass or block opponents while operating their vehicles at their
tractionlimits®. Racing simulations, such as the PlayStation game Gran Turismo,
faithfully reproduce the non-linear control challenges of real race cars while also
encapsulating the complex multi-agent interactions. Here we describe how we trained
agents for Gran Turismo that can compete with the world’s best e-sports drivers.

We combine state-of-the-art, model-free, deep reinforcement learning algorithms
with mixed-scenario training to learn an integrated control policy that combines
exceptional speed with impressive tactics. In addition, we construct areward function
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Nuclear fusionusing magnetic confinement, in particular in the tokamak
configuration, isa promising path towards sustainable energy. A core challenge is to
shape and maintain a high-temperature plasma within the tokamak vessel. This
requires high-dimensional, high-frequency, closed-loop control using magnetic
actuator coils, further complicated by the diverserequirements across a wide range of
plasma configurations. In this work, we introduce a previously undescribed
architecture for tokamak magnetic controller design that autonomously learns to
command the full set of control coils. This architecture meets control objectives
specified at a high level, at the same time satisfying physical and operational
constraints. Thisapproach has unprecedented flexibility and generality in problem
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Improving the efficiency of algorithms for fundamental computations can have a

widespread impact, asit canaffect the overall speed of a large amount of computations.

Matrix multiplication is one such primitive task, occurring inmany systems—from
neural networks to scientific computing routines. The automatic discovery of
algorithms using machine learning offers the prospect of reaching beyond human
intuition and outperforming the current best human-designed algorithms. However,
automating the algorithm discovery procedure is intricate, as the space of possible
algorithmsis enormous. Here we report a deep reinforcement learning approach
based on AlphaZero' for discovering efficient and provably correct algorithms for the
multiplication of arbitrary matrices. Our agent, AlphaTensor, is trained to play a
single-player game where the objective is finding tensor decompositions within a
finite factor space. AlphaTensor discovered algorithms that outperform the state-
of-the-art complexity for many matrix sizes. Particularly relevant isthe case of 4 x 4

01 / 12

DRL4Sec Pitfalls

Shae McFadden

USENIX SECURITY

126



M Motivation

Applying DRL to Cybersecuri

Article

Grandi
multi-{

https://doi.org/10.10
Received: 30 August
Accepted: 10 Octobe
Published online: 30

Article

Outra
withd

https://doi.org/10.103
Received: 9 August 2|
Accepted: 15 Decem|
Published online: 9 F

% Check for update

Article

Magn
throu

https://doi.org/10103
Received: 14 July 203
Accepted: 1 Decemb
Published online: 16

Open access

" Check for update

Article

DiscoV
algorit

https://doi.org/10.103
Received: 2 October
Accepted: 2 August 2
Published online: 5 G
Open access

% Check for update:

Article

Champion-level droneracing using deep
reinforcementlearning

https://doi.org/10.1038/s41586-023-06419-4

Received: 5 January 2023

Accepted: 10 July 2023

Published online: 30 August 2023

Open access

% Check for updates

Elia Kaufmann'®, Leonard Bauersfeld', Antonio Loquercio', Matthias Miiller?, Vladlen Koltun®

&Davide Scaramuzza'

First-person view (FPV) droneracing is a televised sportin which professional
competitors pilot high-speed aircraft through a 3D circuit. Each pilot sees the
environment from the perspective of their drone by means of video streamed from an
onboard camera. Reaching the level of professional pilots with an autonomous drone
is challenging because the robot needs to fly atits physical limits while estimating its
speed and locationin the circuit exclusively from onboard sensors'. Here we
introduce Swift, an autonomous system that canrace physical vehicles at the level of
the human world champions. The system combines deep reinforcement learning (RL)
insimulation with data collected in the physical world. Swift competed against three
human champions, including the world champions of two international leagues, in
real-world head-to-head races. Swift won several races against each of the human
champions and demonstrated the fastest recorded race time. This work represents a
milestone for mobile robotics and machine intelligence?, which may inspire the
deployment of hybrid learning-based solutions in other physical systems.
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Security problems often require the formulation of bespoke environments

We identified pitfalls across the four development stages of DRL4Sec

Modeling Training Evaluation Deployment
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Pitfall Prevalence
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pitfalls identified
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papers reviewed

MDP Specification . 59.1%

Modeling Correctness _ 34.9%
Partial Observability ] 60.6%

Bl present partially present

DRL4Sec Pitfalls | Shae McFadden USENIX SECURITY '26



M Stage 01 / 04 04 / 12

Modeling Environments

DRL4Sec Pitfalls | Shae McFadden USENIX SECURITY '26



M Stage 01 / 04 04 / 12

Modeling Environments

MDP Specification

The MDP is ill-defined, so that one or
more components (state space, action
space, reward function, and transition
dynamics) remain unclear.

59%
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The MDP is ill-defined, so that one or
more components (state space, action
space, reward function, and transition
dynamics) remain unclear.

59%

Modeling Correctness

The modeled environment violates the
Markov assumption or does not

correctly encapsulate the actual MDP
underlying the security problem.

35%

04 / 12

DRL4Sec Pitfalls | Shae McFadden

USENIX SECURITY

‘26



M Stage 01 / 04

Modeling Environments

04 / 12

MDP Specification

The MDP is ill-defined, so that one or
more components (state space, action
space, reward function, and transition
dynamics) remain unclear.

59%

Modeling Correctness

The modeled environment violates the
Markov assumption or does not
correctly encapsulate the actual MDP
underlying the security problem.

35%

Partial Observability

The environment is inherently partially
observable (i.e. a POMDP); however, it
Is treated as if it were fully observable
without mitigating the partial
observability.

61%
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Hyperparameter Reporting

The hyperparameters governing
training and agent architecture of an

approach are not reported.

638%
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Training Agents

Hyperparameter Reporting Variance Analysis

The hyperparameters governing The inherent variance of DRL training is

training and agent architecture of an not investigated through explicit

approach are not reported. analysis of performance over multiple
policies.

638% 67%
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Hyperparameter Reporting

The hyperparameters governing
training and agent architecture of an
approach are not reported.

638%

Variance Analysis

The inherent variance of DRL training is
not investigated through explicit
analysis of performance over multiple
policies.

67%

Policy Convergence

The convergence of the policy is not
demonstrated prior to the termination
of training.

71%
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Application Motivation

The application of DRL over traditional
methods is not justified empirically or
theoretically.

447
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Application Motivation Gain Attribution

The application of DRL over traditional Improvements stem from additional

methods is not justified empirically or Information or capabilities provided in

theoretically. MDP design rather than the learned
policy itself.

4495 507
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Application Motivation

The application of DRL over traditional
methods is not justified empirically or
theoretically.

447

= >

Gain Attribution

Improvements stem from additional
Information or capabilities provided in
MDP design rather than the learned
policy itself.

50%

Environment Complexity

Training and evaluation occur in an
environment that is contrived or overly
simplified.

41%
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Underlying Assumptions

The environment or agent training
requirements cannot be satisfied in real-
world applications.

29%
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Deploying Agents

Underlying Assumptions Non-Stationarity

The environment or agent training The environment does not effectively
requirements cannot be satisfied in real- mitigate the inherent non-stationarity of the
world applications. underlying cybersecurity task.

29% 55%
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Case Study on Autonomous Cyber Defence

Training Pitfalls

MiniCAGE replicates the CAGE 2 autonomous cyber defense
challenge: a blue agent defends a 13 host enterprise network.
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—e— Alt Learning Rate
—e— Alt Discount Factor
—e— Alt Clipping

—e— Default HPs
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o
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-500

0 0.5 1.0 15 2.0 2.5
Training Steps (Millions)

A single hyperparameter can have significant impacts on

T-HR
performance.

T-VA | Single runs can greatly over-estimate performance.

T-PC | Convergence should be demonstrated, e.g., through plots.
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Convergence should be demonstrated, e.g., through plots.
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Deployment Pitfalls

The blue agent is trained against one attacker strategy or a mix, then
evaluated against each.

Meanderxr

TRAIN \ EVAL B-LINE MEANDER MIXED
B-1line -19.0 -104.1 -61.4
Meander -79.0 -61.0 -70.2
Mixed -40.2 -79.2 -60.2
B-line Heads directly to the operational server to compromise it.

Compromises every host along the way.

D-NS | Training on a fixed adversary collapses against unseen attackers.
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"These are not failures of individual researchers but systematic
challenges that emerge when adapting DRL to cybersecurity."

The goal is not to discourage DRL in security. It is to establish methodological standards that
distinguish robust, deployable solutions from those that succeed only in idealized settings.
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