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Security problems are often

Adversarial Non-Stationary Partially Observable

Security problems often require the formulation of bespoke environments

We identified pitfalls across the four development stages of DRL4Sec

Modeling Training Evaluation Deployment
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Pitfall Prevalence

11
pitfalls identified

M-MS MDP Specification

M-MC Modeling Correctness

M-PO Partial Observability

T-HR Hyperparameter Reporting

T-VA Variance Analysis

T-PC Policy Convergence

E-AM Application Motivation

E-GA Gain Attribution

E-EC Environment Complexity

D-UA Underlying Assumptions

D-NS Non-Stationarity
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Modeling Environments

M-MS

MDP Specification

The MDP is ill-defined, so that one or

more components (state space, action

space, reward function, and transition

dynamics) remain unclear.

59%
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M-MC

Modeling Correctness

The modeled environment violates the

Markov assumption or does not

correctly encapsulate the actual MDP

underlying the security problem.
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MDP Specification

The MDP is ill-defined, so that one or

more components (state space, action

space, reward function, and transition

dynamics) remain unclear.

59%

M-MC

Modeling Correctness

The modeled environment violates the

Markov assumption or does not

correctly encapsulate the actual MDP

underlying the security problem.

35%

M-PO

Partial Observability

The environment is inherently partially

observable (i.e. a POMDP); however, it

is treated as if it were fully observable

without mitigating the partial

observability.

61%
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Training Agents

T-HR

Hyperparameter Reporting

The hyperparameters governing

training and agent architecture of an

approach are not reported.

68%
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T-HR

Hyperparameter Reporting

The hyperparameters governing

training and agent architecture of an

approach are not reported.

68%

T-VA

Variance Analysis

The inherent variance of DRL training is

not investigated through explicit

analysis of performance over multiple

policies.

67%
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Training Agents

T-HR

Hyperparameter Reporting

The hyperparameters governing

training and agent architecture of an

approach are not reported.

68%

T-VA

Variance Analysis

The inherent variance of DRL training is

not investigated through explicit

analysis of performance over multiple

policies.

67%

T-PC

Policy Convergence

The convergence of the policy is not

demonstrated prior to the termination

of training.

71%
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Pitfall Prevalence

11
pitfalls identified
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MDP Specification 59.1%

Modeling Correctness 34.9%

Partial Observability 60.6%

Hyperparameter Reporting 68.2%

Variance Analysis 66.7%

Policy Convergence 71.2%

E-AM Application Motivation 43.9%

E-GA Gain Attribution 50.0%

E-EC Environment Complexity 40.9%

D-UA Underlying Assumptions

D-NS Non-Stationarity

present partially present
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Evaluating Agents

E-AM

Application Motivation

The application of DRL over traditional

methods is not justified empirically or

theoretically.

44%
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Gain Attribution

Improvements stem from additional

information or capabilities provided in

MDP design rather than the learned

policy itself.
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E-AM

Application Motivation

The application of DRL over traditional

methods is not justified empirically or

theoretically.

44%

E-GA

Gain Attribution

Improvements stem from additional

information or capabilities provided in

MDP design rather than the learned

policy itself.

50%

E-EC

Environment Complexity

Training and evaluation occur in an

environment that is contrived or overly

simplified.

41%
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Pitfall Prevalence
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Hyperparameter Reporting 68.2%

Variance Analysis 66.7%

Policy Convergence 71.2%
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Gain Attribution 50.0%

Environment Complexity 40.9%

D-UA Underlying Assumptions 28.8%

D-NS Non-Stationarity 54.6%
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Deploying Agents

D-UA

Underlying Assumptions

The environment or agent training

requirements cannot be satisfied in real-

world applications.

29%
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Deploying Agents

D-UA

Underlying Assumptions

The environment or agent training

requirements cannot be satisfied in real-

world applications.

29%

D-NS

Non-Stationarity

The environment does not effectively

mitigate the inherent non-stationarity of the

underlying cybersecurity task.

55%

DRL4Sec Pitfalls | Shae McFadden U S E N I X  S E C U R I T Y  ' 2 6



S y s t e m a t i z a t i o n 11 / 12

Pitfall Prevalence

11
pitfalls identified

66
papers reviewed

M-MS MDP Specification 59.1%

M-MC Modeling Correctness 34.9%

M-PO Partial Observability 60.6%

T-HR Hyperparameter Reporting 68.2%

T-VA Variance Analysis 66.7%

T-PC Policy Convergence 71.2%

E-AM Application Motivation 43.9%

E-GA Gain Attribution 50.0%

E-EC Environment Complexity 40.9%

D-UA Underlying Assumptions 28.8%

D-NS Non-Stationarity 54.6%

present partially present

DRL4Sec Pitfalls | Shae McFadden U S E N I X  S E C U R I T Y  ' 2 6



S y s t e m a t i z a t i o n 11 / 12

Pitfall Prevalence

11
pitfalls identified

66
papers reviewed

≥ 2
pitfalls in every paper

M-MS MDP Specification 59.1%

M-MC Modeling Correctness 34.9%

M-PO Partial Observability 60.6%

T-HR Hyperparameter Reporting 68.2%

T-VA Variance Analysis 66.7%

T-PC Policy Convergence 71.2%

E-AM Application Motivation 43.9%

E-GA Gain Attribution 50.0%

E-EC Environment Complexity 40.9%

D-UA Underlying Assumptions 28.8%

D-NS Non-Stationarity 54.6%

present partially present

DRL4Sec Pitfalls | Shae McFadden U S E N I X  S E C U R I T Y  ' 2 6



S y s t e m a t i z a t i o n 11 / 12

Pitfall Prevalence

11
pitfalls identified

66
papers reviewed

≥ 2
pitfalls in every paper

5.8
average pitfalls per paper

M-MS MDP Specification 59.1%

M-MC Modeling Correctness 34.9%

M-PO Partial Observability 60.6%

T-HR Hyperparameter Reporting 68.2%

T-VA Variance Analysis 66.7%

T-PC Policy Convergence 71.2%

E-AM Application Motivation 43.9%

E-GA Gain Attribution 50.0%

E-EC Environment Complexity 40.9%

D-UA Underlying Assumptions 28.8%

D-NS Non-Stationarity 54.6%

present partially present

DRL4Sec Pitfalls | Shae McFadden U S E N I X  S E C U R I T Y  ' 2 6



C A S E  S T U D Y 12 / 12

Case Study on Autonomous Cyber Defence

DRL4Sec Pitfalls | Shae McFadden U S E N I X  S E C U R I T Y  ' 2 6



C A S E  S T U D Y 12 / 12

Case Study on Autonomous Cyber Defence

Training Pitfalls

MiniCAGE replicates the CAGE 2 autonomous cyber defense

challenge: a blue agent defends a 13 host enterprise network.
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T-HR A single hyperparameter can have significant impacts on

performance.

T-VA Single runs can greatly over-estimate performance.

T-PC Convergence should be demonstrated, e.g., through plots.
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T-HR A single hyperparameter can have significant impacts on

performance.

T-VA Single runs can greatly over-estimate performance.

T-PC Convergence should be demonstrated, e.g., through plots.

Deployment Pitfalls

The blue agent is trained against one attacker strategy or a mix, then

evaluated against each.

TRAIN \ EVAL B-LINE MEANDER MIXED

B-line -19.0 -104.1 -61.4

Meander -79.0 -61.0 -70.2

Mixed -40.2 -79.2 -60.2

B-line Heads directly to the operational server to compromise it.

Meander Compromises every host along the way.

D-NS Training on a fixed adversary collapses against unseen attackers.
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"These are not failures of individual researchers but systematic

challenges that emerge when adapting DRL to cybersecurity."

The goal is not to discourage DRL in security. It is to establish methodological standards that

distinguish robust, deployable solutions from those that succeed only in idealized settings.

Contact: shae.mcfadden@kcl.ac.uk


