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Incorrect or poisoned data reduces out 
of the box classifier performance 

However, models are frequently 
retrained with new data 

Therefore, what is the over time impact  
of poisoning?
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Passive Recovery

• Recovery: converging the performance of a poisoned model with that of the 
hypothetical model, which was never poisoned.


• Passive Recovery refers to recovery achieved as a byproduct of an approach 
designed for another purpose. 
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Measuring Passive Recovery

• Tolerance Margin defines the strictness of recovery

• Intercept measures the speed of recovery

• Recovery Rate measures the stability of recovery
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RPAL: Passive Recovery Evaluation Framework
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Experimental Settings
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Recovery & Poisoning Mechanism (1/2)

• Active learning 
• Uncertainty Sampling selects the 

least certain samples for retraining


• Availability Data Poisoning 
• Label-Flip Poisoning modifies a 

portion of training labels
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Recovery & Poisoning Mechanism (2/2)
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Results: How fast is passive recovery?

Higher poisoning rates —> delayed intercept (even for high %AL)
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Results: How stable is passive recovery?

Recovery rate impacted more by %AL and %P than by the classifier
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Results: How do classifiers impact passive recovery?

Higher model capacity -> improved overall recovery and performance
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The Impact of Active Learning on Availability Data Poisoning 
for Android Malware Classifiers 

• Active Learning can facilitate passive recovery

• For a TM of 0.05, the average  is 9 months and  is 70%

• All Classifiers showed capability of passive recovery

• Choice of Classifier impacts the overall passive recovery
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• Open Research Directions: Problem Space Attacks, 
Time-Aware Poisoning, Relationship with Poison Mitigation
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Additional Slides
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Fixed %AL
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Fixed %P
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SVM Figures
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RF Figures
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DNN Figures
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